
IT Risk Advisory Services

Successfully obtaining and maintaining Payment Card 
Industry Data Security Standard (PCI DSS) compliance 
can sometimes be a monumental effort between 
a number of business processes across a variety 
of business units, encompassing both manual and 
automated procedures that involve an array of systems 
and personnel throughout the organization. 

So Where Do You Begin?

As a certified Qualified Security Assessor (QSA), 
Schneider Downs is equipped to assist clients with 
their PCI compliance journey from the initial scoping 
and/or reduction of their cardholder data environment 
(CDE), gap/readiness assessments, and formal 
examinations resulting in a completed Self-Assessment 
Questionnaire (SAQ) or Report on Compliance (ROC) 
and accompanying Attestation of Compliance (AOC. 

In addition, the Schneider Downs Cybersecurity 
team provides several services pertinent to PCI 
DSS compliance, including penetration testing and 
segmentation testing.

Our Approach to PCI Readiness

Based on published guidance and experience, the 
Schneider Downs team developed a five-phase 
approach to achieving an effective PCI compliance 
program with each phase following a clear, concise 
framework designed to deliver value to our clients.

PCI-DSS SERVICES 

Phase 1 – Awareness and Project Support

Develop the awareness of PCI compliance requirements 
and the related consequences of non-compliance at the 
senior management level.

Phase 2 – Inventory and Dataflow

Inventory and document the flow of credit card 
information throughout the organization’s various 
processes, including data origination, data in motion, 
data at rest and data in use. 

Phase 3 – Design and Scoping

Begin to formulate our strategic IT architecture and 
process design recommendations that will limit the 
areas of the network that fall within the scope of the 
PCI compliance effort.

Phase 4 – Reporting and Remediation Roadmap

Prepare an executive level report detailing the 
results of our analysis designed to provide a realistic 
understanding of the current state of your control 
environment and the risk associated with each of the 
identified weaknesses or gaps.

Phase 5 – Sustainment and Governance

Provide recommendations that would enhance your 
compliance governance structure and imbed controls in 
your ongoing processes that will address key security 
and control activities into operational processes, helping 
make PCI a core organizational competency.
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Our approach can be tailored to meet the existing needs of, and 
current task being undertaken by, your organization

About Schneider Downs IT Risk Advisory

Schneider Downs’ IT Risk Advisory professionals help organizations 
gain valuable insights into their processes and technologies. Our 
dedicated IT Risk Advisory professionals have experience working 
with a wide variety of industries and companies of all sizes. We 
will partner with you to provide comprehensive IT risk advisory 
reviews that will ensure your organization has effective and efficient 
technology controls that better align the technology function with 
their business and risk strategies. 

For more information contact us at contactsd@schneiderdowns.com 
or visit www.schneiderdowns.com/pcidss.
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